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Steganography can be defined as the art and science of hiding data so that no one knows about 

hidden data except the sender and receiver. It is used to hide data inside data. Steganography is 

not a new concept , but a new era of this technique has started as computer came into existence 

as different algorithms are used to hide data with different cover media. Some historical points 

about this technique are as follows: 

1.1 Introduction of Steganography: 

Historically, it was used 2500 years ago. 

But, at that time, physical techniques were 

used to hide secret data. Physical mediums 

were used for secret communication. Its 

various examples are as follows: 

-Wax tablet was used for secret 

communication. In ancient Greece, the wax 

was melt, a message was written on tablet, 

after that it was covered with a fresh wax 

layer so that no one can know about secret 

communication and it was appeared to be a 

new tablet. Demaratus was the first who 

used wax tablet 500  to inform the Persian 

attack by Xerxes upon Greece. He removed 

the wax layer from tablet, written the 

message and again covered tablet with wax 

layer. This tablet was sent to Greece without 

intercepted by Persians. He was the reason 

that Greece defeated Persia.  

-Message was hidden by writing it on 

messenger’s body. Herodotus written a story 

in which a message was tattooed on 

messenger’s shaved head, that message was 

hidden by afterwards grown hair. That 

messenger was a slave of Histiaeus who was 

kept as prisoner by King Darius , wanted to 

send a message his son-in-law Aristagoras 

in Miletus, so he shaved his slave’s head and 

written a message and sent back after his 

slave’s hair grown. But it was a time 

consuming technique because it took time to 

grow after the head of slave was shaven. 

Another disadvantage was that messenger 



could deliver only one message because 

tattooed message could not be removed. 

- Morse code was used to transfer message 

in hidden form. A More code is a method of 

transmitting message in the form of on-off 

tones, lights, clicks or blinks that can be 

directly understood by experienced listener 

or observer. This code was used by an 

American Prisoner of War, Jeremiah 

Denton, in North Vietnam, in televised press 

conference who repeatedly blinked his eyes 

in Morse code during 1966 to send a secret 

message ‘T-O-R-T-U-R-E’, after that, 

American agencies came to know that their 

agents were being tortured in North 

Vietnam.  

-Message was written on covered area of 

postage stamps on envelopes. 

-Microdots were also used during World 

War II. The microdot technology was 

created by Germans to pass secret messages. 

The size of microdot was very minute, less 

than the size of a period produced by 

typewriter. These microdots were embedded 

in a paper and covered with adhesive. They 

were detectable when viewed in a glancing 

light. 

1.2. General specification of 

Steganography: 

In today’s modern world, there are large 

number of methods that are used to 

implement steganography but the general 

description that is used in each 

implementation is follows: 

-Hidden Data: The data that is to be 

fixed or the data is to be sent such it 

must not be known to anyone other 

than intended receiver. 

-Cover media: The media in which 

secret data is to be embedded. Cover 

media can be an image file, or an 

audio file or it can be a video file. 

-Stego-key: This key is used to 

deliver security by implementing 

cryptography. This technique is 

useful in a way such that even if 

hidden is found, than it will not be in 

human readable form but in a 

scrambled form, hence provides 

additional security. 

-Stego-media: This is same shelter 

radio but it contains hidden data this 

file sent over the channel to the 

intended recipient. 

1.3   Goals of Steganography: 



Steganography is used to hide data. The 

main features of steganography are: 

1. The main goal of steganography is that 

the data must remain hidden. 

2. The data should be hidden in such a way 

that even if it is viewed by user, than it 

must not gain any focus from viewer’s 

-eye, therefore the data is in observable form 

but still cannot be familiar. 

1.4 Types of Steganography: 

With the emerging use of the Internet, it was  

important to secure the information using 

information technology. Cryptography was 

developed as a technique to hide the 

meaning of message. Various methods have 

been developed to encrypt and decrypt the 

message in order to hide its meaning. But 

sometimes it is not enough to hide the 

meaning of a message because an encrypted 

message attracts attention towards itself and 

it may cause suspicion, therefore sometimes 

it necessary to hide the existence of 

message. Modern steganography came into 

existence with the advent of personal 

computers in 1985 and classical 

steganographic problems began to solve 

electronically.  

Steganography is the art and science of 

invisible communication .This 

communication takes place by hiding data 

inside data. The various techniques used in 

steganography are as follows: 

1.4.1. Text Steganography: 

Text steganography can be achieved by 

changing the text format, or by altering 

certain features of textual elements such as 

alphabets. The main goal is to develop such 

techniques that perform changes such that 

that original data must be reliably decodable 

yet largely invisible to the reader. These two 

conditions, reliable decoding and minimum 

visible change, are opposite to each other; 

herein lies the challenge in designing 

document marking techniques. The three 

techniques that are used to implement text 

steganography are as follows which can be 

use as single or in combination with their 

own advantage and drawbacks. 

1.4.2. Image Steganography:  

To a computer, an image is a collection of 

numbers that constitute different light 

intensities in different areas of the image. 

The individual points are referred to as 

pixels. This pixel representation forms a 

grid. Images on the Internet consists of a 



rectangular map of the image’s pixels 

(represented as bits) where each pixel and its 

color is located. These pixels are displayed 

horizontally row by row. 

It is the most extensively used technique for 

furtive message. This technique exploits the 

limitations of Human Visual System. 

Human eye cannot detect the variation in 

luminance of color vectors at high frequency 

side of the visual spectrum. A picture is 

represented by a collection of color pixels. 

An individual pixel can be represented by its 

optical characteristics like brightness, 

chrominance etc.  

Each of these characteristics can be 

expressed in digital form  of 1s and 0s. For 

example: a 24-bit bitmap consists of three 8 

bits, representing each of the three color 

values (red, green, and blue) at each pixel. 

Different images are used for image 

steganography with different methods to 

hide information, each having its own 

advantage and limitation.   

The size of an image varies according to 

number pixel and the granularity of color. A 

gray color image require less memory space 

to store as compared to a color image 

because grey scale image is represented by 

8-bit pixel value and color image is 

represented by 24-bit pixel value. To reduce 

the size of image to be sent, various 

compression techniques have been devised, 

such as Bitmap(BMP), Graphics Interchange 

Format(GIF) and Joint Photographic Experts 

Group(JPEG) etc are image formats that are 

used to reduce original image size. 

1.4.3. Audio Steganography: 

Information hiding in audio is based on the 

interpretation of sound made by Human 

Auditory System. The steganography in 

audio is a challenging task because Human 

Auditory System (HAS) is extremely 

sensitive. Auditry realization is based on the 

critical band analysis in the inner ear where 

frequency to location transformation takes 

place with basilar membrane. HAS cannot 

interpret sound which is silent or very 

stressful. This weakness is exploited to 

implement audio steganography.   

1.4.4. Video Steganography: 

A video is a combination of audio and 

image. A continuous flow of image 

constitutes a video. Therefore, the 

techniques that can be applied on audio and 

image separately, they can be applied on 

video also. The main advantage of video is 

that it is comprised of large amount of data, 



therefore a small distortion in data does not 

put any adverse effect on video quality and 

it can go unobserved through human eyes. 

1.5. Applications of Steganography: 

Steganography provides another layer of 

security when used with cryptography. 

Based on security issues, the applications of 

steganography are as follows[3]: 

-Advanced data structures: Data structures 

have been created to fetch hidden 

information without compromising 

compatibility with old software. For 

example, extra information about photos  

can be saved within the photos themselves. 

The information will remain with the photos 

but it will not create any problem of 

compatibility with old software that does not 

know of its existence. New advanced data 

structures can be devised based on the 

principle of steganography that enable us to 

use small pieces of our hard disks to secretly 

conceal important information. 

-Medical Imagery: The patient information 

along with their diagnosis report can be 

embedded within X-ray to reduce the 

chances of fraud or misinterpretation 

otherwise it can  lead to wrong treatment of 

patient if report is different than X-ray 

diagnosis. 

-Security Agencies: Steganography can be 

used by security agencies to communicate 

without notification to third party. It can be 

used for spying purposes.  

-Protection of Data Alteration: If the 

hidden data in cover media is altered, than it 

lead to know that media is modified, there is 

no need of third party to diagnose about 

media whether it has been modified or not. 

 


